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Introduction

Who am I?

Roy Kestler - Network Security Specialist - McLean County

Purpose of this session

To provide you with pointers to the various sections of the CJIS
Security Policy Version 5.1 which you may find useful while
working towards or maintaining CJIS compliance.

= Is this information available online?

Yes, the full CJIS Security Policy is available online at:
http:/ /www.£fbi.gov /about-us/ cjis/ cjis-security-policy-resource-center




Wihat Is CJIS? - Section 4.1

4.1 Criminal Justice Information (CJI)

Criminal Justice Information is the term used to refer to all of the FBI CJIS provided data
necessary for law enforcement and civil agencies to perform their missions including, but not
limited to biometric, 1dentity history, biographic, property, and case/incident history data. The
following categories of CJI describe the various data sets housed by the FBI CJIS architecture:

1. Biometric Data—data derived from one or more intrinsic physical or behavioral traits of
humans typically for the purpose of uniquely identifying individuals from within a
population. Used to idcntify individuals, to include: fingerprints, palm prints, iris scans,
‘ and facial recognition data.

N

Identity History Data—textual data that corresponds with an individual’s biometric data,
providing a history of eriminal and/or civil events for the identified individual.

3. Biographic Data—information about individuals associated with a unique case, and not
necessarily connected to identity data. Biographic data does not provide a history of an
individual, only information related to a unique case.

4. Property Data—information about vehicles and property associated with crime.
5. Case/Incident History—information about the history of criminal incidents.

The intent of the CJIS Security Policy is to ensure the protection of the aforementioned CJI until
such time as the information is either released to the public via authorized dissemination (e.g.
within a court system or when presented in crime reports data), or 1s purged or destroyed in
accordance with applicable record retention rules.



Auditing and
Accountability -
Section 5.4

What should be
logged?

When do we need to
conduct audit
reviews?

What is the record
retention period?




orcement
echanisms utilize FIPS

functions

Enforce the most
restrictive rights needed
by users to perform their
tasks




Role Based Access
Controls assign users to
roles and permissions

Access Control Lists
control access between
users and objects in the
system

Users should be granted
access on a “Need to
know basis”

Perrmission

Permission 2

Parmission 3




isplay an approved
system use
otification.

unsuccessful
ins to a max of 5
| inimum lockout
of 10 min.

Initiate a session lock
after a maximum of 30
minutes of inactivity

Lagon Warning
This computer pystem is the property of Acme Corporation and is for authornised use by employess and
designated contractors only. Users have no explict or implicit expectation of privacy whilst utilising the
applications, infrastructure and serdices provided by the company: &y or all wses of this systen and all files on
this syshern ray’ be intercepled, mentaned, recorded, copeed, sudmed, inspected, and disclased o authansed
site, company, and law enforcement personnel. By legging on to this system, the user consents to such
intercegtion, monitanng, recording, copying, auditing, inspection, and discloswre at the discretion of
authorised site or compamy perscnnel Unawthorised or improper use of this system mey result in
adrrunisiratnve disoplinary action and/or cminal penalties, By continuing o wuse this srtem you indicate your
aviareness of and consent to these termis and conditions of use. It is the wser's responsibasty to LOG OFF
IMMEDLATELY if you do not 2gree to the conditions stated in this notice.




B02.1 1 x Wireless Protocols

Ensure rogue AP’s do not exist

Maintain a complete inventory of all AP’s

Place AP’s in secured areas

Change the default SSID in the AP’s

Disable the broadcast SSID feature

SSID name can’t contain agency ID information
Encryption keys must be at least 128 bit
Disable nonessential protocols

[=]
[=]
[=]
[=]
[=]
[=]
[=]
[=]
[=]

Enable logging and review logs monthly




tification and
jcation -

ord requirements:

wum of 8 characters

Unique to 10 historically
Cannot be displayed




Stiiong passwords don’t have to
pe hard to remember!

Example Sentence:
Show me an example of a Strong password!

Break down:

1. Take the 1st letter of each word in your sentence.

2. Make the word you want to emphasize a capital
letter.

3. Throw in a number you can change easily to obtain a
unique password but keep it in the middle.

4. End it with the punctuation from your sentence.

Your new strong password is: smaeoaSp1!




not physically secured SECURE DOCUMENT;

FACILITY

In a physically secure
area visitor logs and
escorts are required




Configuration
Management -
Section 5.7

Configure the systems
to provide only
essential capabilities

Provide a

topographical
drawing of both
physical & logical

connections

Mark drawing For
Offical Use Only with
agency name &
modification date




Securely store

lectronic and
ysical media within
lysically secure area

aintain written
documentation of
steps taken to destroy
media




Protection -

1 The genc shall
ontrol all physical
ccess points to secure

police vehicle is

phy51cally secure
location until 30Sep13

Visitor access records
will be maintained for
a minimum of 1 year




System &
Communications
Protection &
Information Integrity
Section 5.10

Boundary Protection
equipment should fail
closed in event of a
failure

Employ personal
firewalls on all mobile
devices (laptops,PDA’s,
etc.)

= Back-up path
esese=  Failed path
Send logs to a central

logging facility for

correlation and analysis




Employ virus &
spyware protection on
all networked
computing devices

Implement policy that
ensures prompt
installation of security

patches

Deploy spam
protection
mechanisms at critical
system entry points

Office LAN

s‘ bstation LAN




g Or

side of physica
e locations,
pt it.

: urrent minimum
1S at least 128 bit

encryption

CJI transmitted via
facsimile is exempt
from encryption
requirements



Why are these
policieés important
to me?

Stuxnet was a targeted
attack against an Iran
uranium purification
plant.

Security procedures
were in place at the
plant so how did it fall
victim?

The same process could
be utilized to attack CJIS
information.




Conclusion

Today we touched on key points of the
CJIS Security Policy version 5.1
(CJISD-ITS-DOC-08140-5.1)

Note: Version 5.2 is now available

http:/ /www.fbi.gov /about-us/ cjis/ cjis-security-policy-resource-center




